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Abstract
In a world where personal data is a digital currency and
data collection is ubiquitous, users are overwhelmed with
individual decisions about how and when their data should
be collected. Nonetheless, these decisions are made in-
dividually and many times users have to infer the context
in which their data will be used while judging potential un-
wanted consequences resulting from their decisions. In this
paper, I discuss a data-driven approach for the design of
privacy-protecting user interfaces based on data collectives.
The idea behind this approach is to leverage data from the
context in which individual decisions are made in order to
inform users of the wider, societal impacts from their per-
sonal decisions, giving users an opportunity to understand
“the big picture” that may not be discernbile otherwise.
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Introduction
The rising popularity of smart home devices brings about
another boundary-shaping moment in the history of infor-
mation privacy [5], which will result in data collection, pro-



cessing, and dissemination practices involving information
collected at one’s home (or castle [4]). Yet we are not nearly
ready for the consequences resulting from their widespread
adoption. If anything, the current state of information pri-
vacy practices on previous boundary-shaping technologies
such as the web (e.g., fair information practices) and smart-
phones (e.g., app permission models) only indicate that
users will continue to be overwhelmed with decisions about
mechanisms they don’t understand, remaining unaware of
underlying information asymmetry scenarios.

Figure 1: “Developer Permissions”

Figure 2: “Category Permissions”

To make matters worse, we live in a world of real threats of
massive surveillance and substantial breach of personal
information. Based on precedents observed during the
widespread adoption of previous technologies that later
came to be ubiquitous, it is unrealistic to expect that privacy
practices based on individual decisions will keep up with the
volume and scale of data collection resulting from extensive
adoption of new technologies. Moreover, the inefficacy of
current privacy practices render them impractical for trans-
fer to other environments.

However, usable privacy and security research has been
able to capture what matters to users when it comes to in-
formation privacy. One promising research thread focuses
on leveraging data from collectives in order to inform indi-
viduals.

For example, when considering the user’s social network
as the collective, researchers in social cybersecurity draw
from social psychology practices (e.g., social navigation) to
make users influence one another on privacy and security
practices [2].

When the collective is the set of apps available on app
stores such as Google Play, researchers can use machine

learning to determine which app permissions are really nec-
essary for a given app [1].

When the collective is a set of leaked passwords, a data-
driven password meter can determine how “hackable” a
password is based on available password data [6].

These three examples have one thing in common: using
data from collectives to better inform and educate individ-
uals. This is particularly promising because as users, we
always deal with individual decisions, one at a time, but of-
ten lack the “big picture.”

An Illustration
To illustrate this approach, I present the design of collec-
tive nudges for mobile app permissions. The underlying
motivation for this design comes from the knowledge that
who is collecting data is an important factor in individual pri-
vacy decisions [3]. Conversely, today’s mobile app permis-
sion models rely on users to grant permissions to individual
apps, which can be overwhelming and confusing. Instead,
what if users could know how much power a developer may
have based on the permissions granted to that developer
across all installed apps? In this case, the collective is the
set of apps installed on the user’s device. Figure 1 shows
how this could be incorporated into current practice.

Likewise, what if apps that are unusual in the permissions
they request could be identified and communicated to the
user? In this instance, the collective is the set of apps be-
longing in the same category as the app about to be in-
stalled. Figure 2 shows an example of such a nudge incor-
porated into current practice.

Discussion
Today’s permission models rely on decisions made upon
individual apps and permissions, with the collective view



remaining largely unknown by users. For example, by in-
stalling many apps over time, users remain unaware of
what entities (e.g., developers, third parties, government)
have access to their data and what proportion of sensitive
information is given to each entity. When data breaches oc-
cur, they occur company-wise, so why should users have
a narrower view? Enforcing privacy models that rely on
individual judgments take the focus away from the bigger
picture, which many times involves entities aggregating and
appropriating data about individuals through consent ob-
tained from single decisions over time. This contributes to
the creation of information asymmetry environments where
corporations are at the better end of the spectrum.

Figure 3: Allow SMS management

Figure 4: Allow entity to manage
SMS

Take for example the case of app permissions granted on
mobile devices at runtime (Figure 3, which ask users to
grant or deny permissions to use device data, in this case,
SMS messages. In reality, users are granting the devel-
oper (i.e., the entity behind the app) to view and manage
their SMS messages, so the design should incorporate that
piece of information (see Figure 4).

By defining this approach, I intend to motivate the design
of tools and algorithms that take into account the different
collectives that are present in the different platforms we
use, with the goal of informing and educating users. This
approach could be applied to the web, the smart home, as
well as other environments where information asymmetry
and the aggregation and appropriation of personal data
can occur. For instance, what if smart home users could
know what types of sensitive data developers and third par-
ties may be able to track or infer based on the devices that
they buy? Warning users about possible intended and un-
intended uses based on the data involved (including cross-
device) could make them more aware of the entities and the
data types involved, giving them a more realistic view of the

societal implications behind the underlying data collection
practices.
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