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Abstract
In the current academic discourse, security and privacy
seem like a monolithic and rigid construct centered around
best protection from the most powerful adversaries. From
our own daily lives, we know that this theoretical image
rarely matches the kind of security and privacy measures
we implement in our daily communication. In the field of
Usable Security and Privacy, we as researchers aim to in-
corporate the needs of users into our work. However, this
research rarely encompasses individual needs or contexts
in which security and privacy tools are used.

In this document I will outline the topic of my PhD thesis
as well as published and planned research in the field of
individual needs for security and privacy. Through qualita-
tive as well as quantitative research, differences in security
and privacy perception and behavior will be researched with
emphasis on personal and cross-cultural contexts.

Are current research practices insufficient?
People are different, and so are their requirements and
needs in regard to privacy and security [1]. A good ex-
ample to illustrate the complexity of this problem is threat
modeling, the first step in every security consultation: Who
is the “attacker” against whom a person wants to protect
their data and/or devices? Is it their younger sibling that
might delete their savegames? Is it their ex-partner who



can’t let go? Is it a repressive government that would sanc-
tion or imprison the person if it found out about certain in-
terests or features? Is it an internet-wide actor capable of
mass surveillance and data aggregation? All these exam-
ples are equally valid adversaries, however, they are not
equally addressed in today’s research about (usable) se-
curity and privacy, where the emphasis is usually either on
nation- or internet-wide adversaries.While defense against
these powerful adversaries might be the “hardest” and has
received a lot of attention by the research community [4,
12], many studies have shown that only a small fraction
of end users actually regards these actors as a threat that
requires actionable defense strategies [9, 17]. For most,
these powerful adversaries remain too blurry to pose a real
threat, which often leads to “nothing to hide” mentalities in
the users’ minds [10, 16].

In addition to these individual factors which vary from per-
son to person, the user’s cultural context plays another big
role in determining requirements for usable security and
privacy. Social sciences have since long found out that
most research findings are only valid for the specific cultural
and social context they were conducted with [14]. However,
most research in our community focuses on US American
or European sample groups and thus investigates the us-
ability of the tools prominent in those regions. Meanwhile,
there are huge populations in regions like East Asia, the
Middle East, or Africa which are insufficiently considered in
usable security and privacy research. It has been found out
15 years ago that it is not sufficient to simply apply study
and experiment designs in a one to one fashion to these re-
gions [8], instead we as researchers need to find out which
cultural characteristics influence how people regard and
interact with security and privacy enhancing tools in their
respective cultural context. I argue that solely focusing on
research in the US and Europe creates an imperialist view

on Usable Security which is something we as a research
community should actively avoid. Right now, regional prac-
tices and solutions to usable security problems are not con-
sidered actively in current research. Therefore, we need to
work on our internalized imperialist and racist views and be-
haviour, we have to include non-western contexts (as well
as researchers) in our everyday research procedures.

These examples of personal threat models and cultural
context are only two out of many factors that shape an in-
dividual’s perception of security and privacy. So far, these
characteristics in security perception have rarely been re-
searched, let alone in a cross-cultural context.

In my PhD thesis, I aim to improve this situation by perform-
ing studies about the perception of security and privacy in
various contexts, where possible also in a cross-cultural
fashion. My specific interest in this broad field is the gap
between perceived and actual security resp. privacy. The
main research questions that span my work are:

• Where are gaps between perceived and actual secu-
rity resp. privacy and how do such gaps occur?

• To which extent do social and cultural factors lead to
different perceptions of security and privacy?

• Are these gaps harmful for users, and if yes, how can
we close them?

What work has been done before?
Perception of Security and Privacy
Gunson et al. as well as Weir et al. researched the trade-off
between usability and security when it comes to banking
or authentication [7, 18]. Another study conducted by Nils-
son et al. shows that people have a distinct perception of



security when they encounter various authentication meth-
ods [15]. Moreover, Chellappa et al. take a different path
towards the perceived security in electronic commerce [5].
Four elements are presented: encryption, protection, ver-
ification, and authentication. Results show that perceived
security has a relatively good effect on trust in electronic
commerce, in comparison to reputation and financial liabil-
ity. Kim et al. conducted a 219 participant survey in Korea,
finding that perceived security and trust play a crucial role in
the use of e-payment systems [11].

Security and Privacy in Non-Western Countries
In 2015, Alghamdi et al. published a study about banking
practices and credential sharing in Saudi Arabia, a society
where especially women have adapted in a unique fashion
to their restricted mobility in public. In addition, the cultural
value of family and the trust between family members leads
to credential sharing within families, a habit that is rarely
seen in typical Western societies and not even reflected in
the terms and conditions of Saudi Arabian banks [2].

Another study by Lowry et al. investigated the effect of
culture on privacy concerns within the application area of
instant messaging. They conducted a study with partici-
pants from China and the United States and found out that
cultural dimensions may act as predictors for privacy con-
cerns [13].

These results indicate that a user’s cultural and social con-
text might shape their interaction and attitude towards secu-
rity and privacy tools more than we currently acknowledge
and need to be considered carefully when proposing new
tools and mechanisms. What works well in a Western con-
text might pose an impassable barrier or simply impractical
for users in other cultural contexts [3].

What will I do to make it better?
My main directions of research can be summarized into two
categories: Research about cross-cultural differences and
similarities regarding security and privacy, and research
about the gap between perceived and actual security resp.
privacy. In this section, I will list my past and current re-
search and give an outlook on planned next projects.

In 2016, I collaborated in a research project that investi-
gated the gap between perceived and real performance and
robustness of key-fingerprint representations like numbers
or hexadecimal digits. We were able to show not only that
dictionary-encoded English language strings lead to the
best performance and robustness, but also that participants
perceived alphanumerically encoded key-fingerprints as
more “trustworthy” compared to the other representations,
albeit all approaches were providing the same level of secu-
rity [6]. This indicates a gap between perceived and actual
security, which I want to explore deeper with my current and
future work.

In 2017, I presented an interview study about insecurity
and power dynamics around the term “IT Security” and its
meanings in a company context at the annual European
Workshop on Usable Security. Based on sociological theory
about language insecurities in the work context and the re-
sulting power dynamics, five interviews were conducted in
a small German company. Statements revealed that a zone
of insecurity indeed exists around the term. While the initial
hypothesis was that these might be harmful to the work cli-
mate, the interview results showed the contrary: The zone
of language insecurity creates space for productive discus-
sion and mutual education about new research and devel-
opment in the field of IT security. I am currently expanding
this study to include a broader sample.



I am currently working on a quantitative study about the us-
age and perception of different payment instruments in a
cross-cultural context. This study draws participants from
user groups in Europe, Asia, the Middle East, and North
America. The study results indicate interesting cultural dif-
ferences, for example that Chinese participants heavily use
mobile payment and banking services. This might stem
from the country’s isolated software landscape which al-
lows for focusing on cultural features and characteristics
which in turn might be important for widespread adaption of
new technology. A prominent example of such adaptation
would be the feature to send red envelopes through pay-
ment apps, a typical form of money gifts between friends or
family members in China. To reference work by Alghamdi et
al., we could also observe high trust and credential sharing
within families or among relationship partners in our Middle
Eastern population.

In the near future, I plan to conduct research on privacy
habits in the physical and virtual world as well as specific
perception gaps in fields like biometric authentication or
ad blocking, where possible in a cross-cultural context. IP-
based location filters in common recruitment tools such as
MTurk or Crowdflower allow for easy realization of such
research.

Conclusion
In this position paper, I underline the need for security and
privacy research based on end users’ individual character-
istics. The research community could gain crucial insights
from including factors like the cultural context a tool is used
in, or the gap between individual perceptions of security or
privacy and the actual features a tool does or does not of-
fer and would thus be able to tailor solutions better to the
world’s population. With my research, I aim to start closing
this gap and to open up space for discussion and collabora-
tion around the globe.
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