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Abstract 

Privacy literature has worked to identify a number of 

factors that influence people’s privacy attitudes and 

privacy protecting behaviors. Identified factors cover a 

whole range of individual and group level 

characteristics, such as personality traits, gender, and 

cultural background. However, in spite of years of 

investigating a range of different factors, much of the 

research has yet to demonstrate consistent 

relationships between these factors and various privacy 

related concepts. Other theories, such as contextual 

integrity, provide a more nuanced picture of how 

privacy concepts play out in people’s lives, but are 

harder to design research and interventions around. As 

an alternative model, I propose using the social 

ecological model from the public health literature as a 

framework to understand the complex web of causation 

that impacts privacy related concepts in people’s lives, 

which should in turn, make it easier to target social and 

technological interventions.  
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Introduction 

Privacy literature has identified a variety of factors that 

influence how people think about their privacy concerns 

and enact privacy protecting behaviors. Individual 

factors that impact privacy behaviors and concerns 

include big five personality factors [1], gender [14], 

and previous negative experiences [10]. Group 

dynamics also play a role in understandings of privacy 

and appropriate behaviors. In research, we see this 

manifested through identified factors such as difference 

in privacy concerns that vary across cultures [4] as well 

as privacy norms and protecting behaviors that vary 

across different groups of people, such as in different 

workplaces [9] and different groups of college students 

[15]. However, even as we identify some of the factors 

that play into people’s thoughts and behaviors around 
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privacy issues, we also have come to understand that 

the complex interactions that make up these attitudes 

cannot be simply understood through these factors, as 

represented by viewpoints such as Helen Nissenbaum’s 

theory of privacy as contextual integrity [2].  

In order to continue to understand how different 

individual and group contexts of privacy ultimately 

affect people’s understandings of privacy related 

concepts and behaviors, a social ecological model 

becomes a useful starting point. Social ecological 

models are used in public health to understand the 

overlapping, interlocking sets of systems and 

interactions that influence people’s health [6]. In the 

case of health, this viewpoint means that a person’s 

health is understood as a function of both the individual 

and the larger environments that individual exists in, 

including influences from family, social networks, 

communities, organizations and even political 

structures [3]. This lens allows us to understand health 

as not only dependent on discrete factors that can be 

identified, but also on the interactions between these 

factors, both within levels and throughout the system 

[8].  

Similarly, privacy concerns, behaviors and attitudes are 

also a phenomenon that can be best understood 

through interrelationships between individuals and their 

environments. There are multiple influences on 

individuals’ understandings and behaviors around 

privacy, both within and across levels. In taking a social 

ecological view of privacy, researchers open the door to 

being better able to conceptualize the nested systems 

of influence around individuals and how these 

influences interact with one another [7]. This approach 

also helps designers to better target social and 

technical interventions for privacy towards what will be 

meaningfully influential at different levels. 

Understanding the complex web of causation can make 

it clearer how other factors in the system can dampen 

or amplify the intervention in unexpected ways [13].  

The systemic nature of privacy attitudes and problems 

should be front and center in any research about how 

privacy related topics play out in people’s lives. Arming 

users with agency via deeper understanding or 

technical tools is not helpful if the intervention doesn’t 

acknowledge the roles of larger systems, such as 

platforms and policies, on both people’s privacy 

attitudes and the repercussions of possible slip-ups. 

The recursive nature of the relationship between 

technological practice and cultural norms needs to be 

more fully understood in order to better understand 

what kinds of interventions are appropriate in order to 

support the full range of activities that people take part 

in online. 

Revealing private information about ourselves is part of 

what fosters the intimacy and social connections that 

make us human [12]. As more and more of our 

interactions play out in online spaces, it becomes 

increasingly important to ensure that we have social 

and technical measures in place that allow us to engage 

with potentially fraught topics in a meaningful way 

without having to make the tradeoff of potentially 

disastrous long-term repercussions [11]. Without ways 

to address these concerns, we run the risk of online 

spaces becoming less and less habitable for the kinds of 

discourse and interactions that allows for us to be 

vulnerable with one another, change our minds, create 

communities, and ultimately, live full, messy, complex 

lives online. 
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